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Video Walkthrough
'Why Choose StealthWalker?!!


http://www.digi77.com/v_walkthrough.htm
http://www.digi77.com/flashintro.html
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Overview

VPN or Virtual Private Network is a network that connects a user’s computer or device (client) to a
server in a secure manner. This provides the user an experience that they would have only when being
inside the network from anywhere in the world.

VPN can be implemented either by special client-side software or by special hardware-based solution.
Hardware-based solutions are typically expensive, require extensive configuration and limit where a
user can connect from.

Software-based VPN solutions are more popular among people who frequently travel and would want
to connect to their workplace or any server securely. The software-based VPN solutions are installed
on the user’s computers or devices and provide immediate connectivity to the servers they need to
connect to.

StealthWalker is a software-based VPN tool. It provides easy connectivity for the user and has a very
straightforward mechanism to establish a VPN connection.

The following features make StealthWalker the best if not unique:
*  Multiple layers of encryption including DNS encryption and protection against DNS leaks.
* Fast VPN servers and bandwidth misuse monitor to avoid bottlenecks and overload issues.

* Custom Tor-enabled built-in browser to offer multiple encryption layers, improved privacy
and anonymity.

* All-in-one built-in privacy solution offered by third-party open source tools.

*  Custom control panel for Enterprise clients with advanced features such as user management
& control, VPN server management and more.

* Reliable and affordable high-speed VPN services with variety of subscription plans.
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How STEALTHWALKER WORKS
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Getting Started

KEY FEATURES

StealthWalker is a software-based VPN tool. It provides easy connectivity for the user and has a very
straightforward mechanism to establish a VPN connection. StealthWalker creates an encrypted tunnel
between your PC and the server, which means not only your browsing is secure, but also all
communication going through the Internet, such as MSN, Skype, FTP, Email, etc. are encrypted.

StealthWalker has been developed by Eagle Eye Digital Solutions (EEDS), a professional IT security
service provider, specializing in the growing markets of computer, mobile and Internet forensics as
well as software and website development.

These features can be very useful in situations like:
* Browsing Internet securely using public Access Points and WiFi hotspots.
* Hiding your real identity online while using Forums, Blogs and Social networks.
* Encrypting (AES-256) and hiding your Internet traffic from ISP or local network
attackers.
* Enhanced user's guide (click here to view).

* Enhanced user management system (click here to view).

StealthWalker allows you to connect to one of the secure servers hosted by EEDS. It assigns an IP
address from that network and allows you to get on to the Internet without revealing your identity or
location. When connected to the secure servers using StealthWalker, all communication over the
Internet is encrypted.

SYSTEM REQUIREMENTS
PC running Microsoft Windows® operating system:

*  Microsoft Windows 2000® with Service Pack 4

*  Microsoft Windows XP® with Service Pack 2 or greater
*  Microsoft Windows Vista® 32/64 bit

*  Microsoft Windows 7® 2003 32/64 bit

*  Microsoft Windows 8®

Some third-party applications bundled with StealthWalker, like Keepass, may require .NET
framework to be installed to run correctly.

INSTALLATION

StealthWalker has a very straightforward installation process. Once you have purchased the software,
you can register yourself to create a username and password. Once activated, this information will
authenticate you to the servers.

You can download the software from https://www.digi77.com/software/vpn/update/StealthWalker-
Setup.exe.

Click on “StealthWalker-Setup.exe” file to start the installation. If you already have a version of
StealthWalker installed, you will be asked if you want to remove the previous version and install the
current one. Follow the instructions on the screen to choose the location of installation and other
information.



http://www.digi77.com/user_guide.html
http://www.digi77.com/software/vpn/user.php
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You may be prompted with a warning when running this file as shown below. This digital certificate is
to ensure that the installation files have not been altered and is signed by EEDS. It is safe to run the
installer.

Open File - Security Warning @

Do you want to run this file?

Name: StealthwWalker-Setup.exe
Publisher: Eagle Eye Digital Solutions
Type: Application
From: C:\Documents and Settings\AdministratoriMy Docu. ..

[ Run ]I Cancel ]

Always ask before opening this file

A While files from the Internet can be useful, this file type can
g potentially harm your computer. Only run software from publishers
you trust. What's the risk?

The next step will prompt you to choose the components you want to install.

StealthWalker, 2.0 Setup (=13

Choose Components
Choose which features of StealthWalker 2.0 you want to install. °

Check the components you want to install and uncheck the components you don't want to
install. Click Next to continue.

Select components to install: Description

Virtual Adapter
Start Menu Shortcuts
Tools

Space required: 109,1MB

Next > I [ Cancel ]

* StealthWalker: main program file and needs to be installed.

* Virtual Adapter: software driver used to establish VPN connections.

* Start Menu Shortcuts: creates shortcuts for StealthWalker on the Windows “Start”
menu and the desktop.

* Tools: additional programs packaged with StealthWalker that provide various system
utilities. It is recommended not to uncheck the tools to ensure that StealthBrowser
and all 3" part security tools are properly installed.

Then you will be prompted to choose where you want to install the program at.
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StealthWalker 2.0 Setup E]

Choose Install Location
Choose the folder in which to install Stealthwalker 2.0, .

Setup will install StealthWalker 2.0 in the following folder. To install in a different folder, click
Browse and select another folder. Click Install to start the installation.

Destination Folder

C\Program Files\stealthaker) | [ erowse.. |

Space required: 109.1MB
Space available: 37.9GB

< Back ][ Install ] [ Cancel

It will then copy all necessary files and complete the installation.

_ StealthWalker 2.0 Setup [-—Ii

Installing
Please wait while Stealthwalker 2.0 is being installed. .

Extract: D3DCompiler_43.dll
((TTITTITIT

Show details

Stealthwalker Installer

< Back Close Cancel

When the drivers for the Virtual Adapter are installed, you may be given a warning. It is safe to
continue the installation. Click on “Continue Anyway”.

Hardware Installation

The software you are installing for this hardware:

TAPWindows Adapter V9

[7

has not passed Windows Logo testing to verify its compatibility

with Windows XP. [Tell me why this testing is important. ]

Continuing your installation of this software may impair

or destabilize the t operation of your sy

either inmediately or in the future. Microsoft strongly

recommends that you stop this installation now and
tact the hard dor for software that has

passed Windows Logo testing.

[ Continue Anyway } k STOP Installation ﬂ
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Once all files are copied, the installer will provide a confirmation that the installation is complete.
Click on Close to end the installation process.

StealthWalker 2.0 Setup

Installation Complete

Completed

Setup was completed successfully,

[l.l--.-Il.--.---.---..--.--.I--.---.--.---.I-..--l..-.-q

Show details

Run the StealthWalker application by clicking (or double-clicking) on the application shortcut. You

will be shown the main screen.

StealthWalker 2.0 - The Swiss Army Knife of Privacy

File Settings Tools

Y\ SR A
‘ Connect
—_—

Status:

Help

Your IP address: 117.1¢

Connection Status:

License Information:

Organization / Category:

Yalid Eill:

(¥%' onis settings

0GB 0GB
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If you see this screen, it indicates that the StealthWalker installation is complete and you are ready to
use the software to establish VPN connections.

Once your account is activated, your can log in to the VPN software after installation using the
username and password that you create during registration.

Note: You will need to have an active internet connection to be able to log in to the software.
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User Interface / Using StealthWalker

MAIN WINDOW
Once logged in, StealthWalker has a very simple and straight-forward user interface.

The StealthWalker software is basically one application window. It has a set of navigation menus on
the top. These provide connection logs, software options, add-on tools and help information.

StealthWalker 2.0 - The Swiss Army Knife of Privacy

File Settings Tools Help

g Disconnect V& DMS Settings ' Stealth Browser

Status:
Your IP address: 141.0.169,141
Connection Status:
Connected for:
Bandwidth Usage:
0.00 GB | 300 GB
License Information:
Organization [ Category:

Yalid Eill:

Server Message:

Connected @ 7::

The center area contains the Status panel that shows the active connection information, your license
information and provides most of the interface for the functionality of StealthWalker.

The footer consists of the status bar that displays the status of the VPN connection.

REGISTRATION
You can register for a free account by clicking on the Connect button and then clicking on the
Register button. This will bring up the registration box as shown below.
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Registration

Personal Information:
Full Mame:
Email:

Confirm Email:

Account Information:
Username:
Password:

Confirm Pas

Reqgister

You have to fill in your Full Name, Email (typed twice for confirmation), your chosen
Username and Password (typed twice for confirmation). Then clicking on the Register button
creates a 30-day trial account for you. An email is sent to you for activation. Correct email
information is important without which you will not be able to activate your account.

Once you have paid for the license, this account will be activated and will be available for the
purchased period.

CONNECTING AND DISCONNECTING
To connect to the dedicated VPN servers, you will need to click on the Connect button.

You will be prompted to log in using the supplied Username and Password. Type your username
and password (assigned to you by your administrator) and click on the LL.ogin button.

You also have the option of trying StealthWalker free for 30 days by registering online.

Login Information

Username:

Username and Pas i Login

Reaqister

DMS Leak Test
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As the connection is established, you will be able to see the progress in the status bar. StealthWalker
will first send your login information to the EEDS servers, then establish a VPN connection and then
assign your computer an IP address on that network.

If the connection is successfully established, you will see a “Connected” message on the status bar.
The red Connect button will also now change to a green Disconnect button. You will also get a
notification on the system tray area.

StealthWalker

Country:

The screen will now provide you information on what your new IP address is, which server you have
been connected to, your organization and the validity of your account. It also shows how much of
your allocated bandwidth has been used. Once it crosses 90% usage, it will start to blink to alert you.
You will also see a lock icon at the bottom-right corner of the StealthWalker application.

StealthWalker 2.0 - The Swiss Army Knife of Privacy

File Settings Tools Help

g Disconnect " DNS Settings ) Stealth Browser

Status:

Your IP addi
Connecti
Connected for:

Bandwidth Usage:

Yalid kill:

Server Message:

Connected @ 7:31:12 AM

To disconnect the VPN connection, click on the “Disconnect” button. To exit StealthWalker, click on
the last button (which changes to red as you hover your mouse over it) on top of the application or
choose Exit from the File menu.

DNS SETTINGS

The DNS Settings button allows you to configure your DNS options. Domain Name Services (DNS)
resolve the website addresses that you type on your browser(s) and direct you to them.
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DNS Settings

Public Df

DNS Leak Test

It lists the different network adaptors that you have and what DNS they use. You also have the option
of trying out different publicly available DNS like OpenDNS DNSCrypt, Google Public DNS, etc. At
any point of time, you can restore you default DNS by selecting the “Restore default DNS settings”
option.

To use the selected DNS, click on Apply DNS Settings.

The default option is OpenDNS DNSCrypt. DNSCrypt secures all communication from your
computer to the OpenDNS servers by encrypting them. This prevents and secures your
communication from eavesdropping or man-in-the-middle attacks. This is highly recommended to
protect your privacy and online security while using StealthWalker.

You also have the option of testing for DNS leaks from within StealthWalker. DNS leaks occur when
all private or anonymous traffic is not routed through the anonymity network. Some traffic is routed
through your regular network and hence can be monitored by the network provider. Hence this is
called a “leak”™.

DNS leak

tesb.com Home What is a DNS leak? What are transparent DNS proxies? How to fix a DNS leak

Your DNS test results

We detected the 1 DNS server listed below.

WARNING: If you are connected to an anonymity/privacy service and ANY of the servers listed below are from your ISP then
your DNS is leaking. (You should be able to recognise them based on the hostname and location).

IP: 208.69.35.21
Hostname: m1ll.ams.opendns.com
ISP: OpenDNS, LLC
Country: Netherlands ==
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StealthWalker uses an online service at www.dnsleaktest.com to check for DNS leaks. The service

determines your DNS and provides information on your IP, Host name, Region, among others. If you
see the regular host name or region in that list while your StealthWalker connection is active, then you
know that DNS leak is occurring.

MAIN MENU
The following are the menu items available in StealthWalker:

File
The File menu has two items — Connection Log and Exit.

StealthWalker 2.0 - The Swiss Army Knife of Privacy

File Settings Tools Help

Connection Lo ) -
Souechonl ey @ DMS Settings . Stealth Browser

Your IP add 141.0.169.141
Connection St

Connected for:

0.00 GB Jaun GEB

License Information:
Organization [ Category:

Yalid till:

Connected @ 7:31:12 AM

try: Metherlands
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There are two buttons in this window. The Copy button copies all this information to the clipboard
and the Clear button removes them from the window.

The Exit menu item quits StealthWalker.

Settings

The Settings menu has three menu items — Skins, DNS Settings and Options.

StealthWalker 2.0 - The Swiss Army Knife of Privacy

ght -
Ligh Stealth
Dark

Connected G

The Skins menu item allows you to change the appearance of the StealthWalker application. The

default is “Light Blue” which has blue/white appearance and the other options available are “Light”,
“Dark” and “Classic”.

© StealthWalker 2.0 - The Swiss Army Knife of Privacy - [ x |

File Settings Tools Help

i
0 Disconnect Q DNS Settings e Stealth Browser

Status:

Your IP address: 141.0.169.141
Connection Status: [Secure] - Metherlands
Connected for: 00:02:44

Bandwidth Usage:

0% 0.00 GB / 300 GB
License Information:
Organization [ Category: A&A Corp

Valid till: 2013-Mar-20

Server Message:

Connected @ 6:49:14 AM )

The DNS Settings menu item brings up the DNS Settings box. This is the same box that is accessed

through the DNS Settings button on the main panel. For information on this box, please refer to the
section on DNS Settings.
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The Options menu item displays the options window where you can set your preferences for the
StealthWalker software.

Options

= Launch Tor enabl utomatically.

Change IP addre y 120 3 | seconds.

Default

The options available are:

* to have the StealthWalker window on top of every other window,

* to play sounds on various events like connecting, disconnecting, etc.,

* to reconnect to the VPN server automatically once the StealthWalker software is
launched or disconnected,

* to run StealthWalker when Windows starts,

* to launch StealthBrowser with the built-in Tor client automatically on launching the
StealthWalker software,

* to change the IP address of StealthBrowser periodically and also set how frequently

you want it changed.
Click on Save to save your preferences or Default to revert back to factory settings.

Tools
The Tools menu has a list of various system utilities that are bundled with StealthWalker. These tools
have been discussed separately in the “Packaged Tools” section.

StealthWalker 2.0 - The Swiss Army Knife of Privacy

Your IP addre
Connect

Connected fo
Bandwidth L:

formation:

ion | Category:

Valid kill:

Server ¥

Connected @ 7:31:12 AM
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Help
The Help menu provides support information and help for using StealthWalker.

StealthWalker 2.0 - The Swiss Army Knife of Privacy

File Settings Tools Help
= - Online User's Guide k.
y) Disconnect Browser
Offline User's Guide
Status: StealthWalker Control Panel
Your IP ad Si 14 Contact Support
Connectic Download StealthwW

Connected for: Eagle Eve Digital Solutions Home Page

Bandwidth Usage:

About
License Information:
Organization J Cateqgory:

Yalid kill:

Server Message:

Connected @ 7:31:12 AM

* The Online User’s Guide provides a link to the StealthWalker user guide on the
EEDS website.

¢  The Offline User’s Guide provides a link to download the PDF guide.

¢ StealthWalker Control Panel takes you to the web-based control panel discussed in
the next section.

* Contact Support provides a link to EEDS’ Contact page.

*  Download StealthWalker gives the download page link to download updates to the
StealthWalker software.

* Eagle Eye Digital Solutions Home Page provides a link to EEDS website.
* About displays StealthWalker software information.

0 - code name "Sunshi

013 Eagle Eve Digital Solutions. all rights reserved.

Email:
i Show Credits

Website:




19 StealthWalker VPN Software Documentation

SYSTEM TRAY
StealthWalker, when running, has a system tray that provides information and options.

Sho
Connectivity
Launch

o Clipboard

ktings

StealthWalker Control Panel

Exit

This also provides information on connections, ability to launch tools, etc. and provides notifications

when VPN connections are established or closed.
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StealthWalker Control Panel

The StealthWalker VPN software comes with an extensive, web-based Control Panel access. To go to
the Control Panel, click on the Control Panel option in the Help menu.

This will take you to the StealthWalker control panel login screen at
https://www.digi77.com/software/vpn/user.php through your default web browser.

PRODUCTS TRAINING SUPPORT CONTACT US ABOUT US

STEALTH WALKER

= User Login tH = Servers Status

Username: New servers have been added.

Password:

You will need to type in your access credentials in the Username and Password fields and then
click on the Login link. If you are an administrator, you will be provided with various administration
options. If you are not an administrator, you will only see only one item Account Information.

= User Menu

ACCOUNT INFORMATION

Account Information provides you with basic information about your StealthWalker account. If you
click on the Account Information link, it will expand to show another link called View Information.
The View Information link allows you to view or change your account details.
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= Account Information
Full Name: John Kevin
Username: aaacorpuserl

Password: A NAVEN

Email: userl@aaacorptest.com

Organization: AAA Corp

HWID: GFFB- "o _wwan_swwn_wwws_wnae
Reset Counter: / 15

Privileges:

Registration Date: 2013-03-06 12:48:40
License Expiration Date: 0000-00-00 00:00:00

Bandwidth Usage / 300.00
(Current Month): B

It displays your Full Name, Username, Password (encrypted and hidden), your Email, the
Organization to which you have been registered, your computer’s hardware ID (HWID), how
many times you have reset your hardware ID (Reset Counter), the current Privileges you
have on the system, your Registration Date, the date when your license expires (License
Expiration Date) and your current month’s Bandwidth Usage.

To change your password, click on the Change link. This will take you to the Change Password page
where you can type in your new password in the New Password field. Clicking on the Change
button will update your password.

= Change Password

New Password:

If you have switched your computer, for some reason, you can reset your hardware ID so that the
StealthWalker software will run from a different computer without deactivating your account. To do
this, click on the Reset link next to the HWID field.

Note: You are allowed to reset your hardware ID up to a maximum of 3 times. If you need to change
your hardware ID beyond that, you will have to contact your administrator or StealthWalker support.

VPN USERs
The VPN Users link expands to show you the following options:
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= User Menu

Y

Add VPN User

View VPN Users

View Users (Last Login)
View Users (Admin
Rights)

Search

Add VPN User
The Add VPN User link enables you to create new VPN users for your organization. Clicking on the
link will show the Add VPN User form on the screen.

= Add VPN User

Full Name:
Username:
Password:

Email:

Organization: AAA Corp

Add as Administrator: |

Remaining Users: 0 Remaining (4 / 4)

First, type in the Full Name of the user for whom you are creating the account. You can type in a
Username, Password and Email in the next three fields. The screen shows the
Organization you belong to. If you want to add the user as an Administrator for your
organization, check the Add as Administrator box. The screen also shows how many users
(Remaining Users) you can create based on the user limit in your organization’s StealthWalker
license.

Clicking on the Add link will create the user and add them to your organization’s list of
StealthWalker users.

View VPN Users
The View VPN Users link provides a list of StealthWalker VPN users in your organization.
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= View VPN Users

aaacorpuser4 aaacorpuserl

aaacorpuser3 aaacorpuserl

aaacorpuser2 aaacorpuserl

aaacorpuserl Super Admin

Page: 1 Total: 4

It provides information like their Username, Organization Name and who created the user. It also
provides options for editing the user’s information using the Edit link and to delete the user from the
system using the Delete link. If there are more than 10 users, the information is displayed in multiple

pages.

To edit a user’s information, click on the Edit link.

= Edit User Information

Full Name: John Kevin

Username: aaacorpuserl
Password. AARNANES
Email: userl@aaacorptest.com

Organization: AAA Corp
HWID: GFFB_.'.'_.'..—.*.._.'.._'...
Inva“d HWID: BERN_ARAN_AWEN _SWANw _Shaw

Reset Counter: / 15

Administrator V]

It shows all the fields that were shown in the Account Information link and in addition, also provides
the ability to make a user an administrator (by checking the Administrator box) or make an user
aregular user (by de-selecting the Administrator box). Clicking on the Update link will update
the information.

View Users (Last Login)
This screen provides information on the last time at which a particular user has logged in to the
system.
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= View VPN Users (Last Login Time)

aaacorpuserl 8 Minute(s)
aaacorpuser2
aaacorpuser3

aaacorpuser4

Page: 1 Total: 4

It also provides two options — to edit the user’s information using the Edit link and to delete the user
from the system using the Delete link. Both of these links lead to the same page as seen in the View
VPN Users page.

View VPN Users (Admin Rights)
This list provides only users who have administrative rights on the system.

= View VPN Users (Admin Rights)

1 aaacorpuserl

Page: 1 Total: 4

It provides the options to edit or delete the user from the system.
Search

The Search link enables you to search for users based on specific values.

= User Search

Search Value:

Search For:

You can search by two fields — Username and Hardware ID. Type the value that you want to
search on in the Search Value field, select the field you want to search in the Search For
field and click on the Search link. This will give a list of users that match your search criteria.

VPN LOGIN LOGS

This section allows you to look at and search for usage information of the StealthWalker system.

View Login Logs
This section allows you to look at usage logs of the StealthWalker software.
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= View Login Logs

aaacorpuserl 11-Mar-2013 01:06:10 PM CP Login
aaacorpuserl 11-Mar-2013 12:30:37 PM CP Login
aaacorpuserl 11-Mar-2013 06:10:01 AM VPN Login
aaacorpuserl 10-Mar-2013 06:00:26 AM VPN Login
aaacorpuserl 10-Mar-2013 05:38:20 AM VPN Login
aaacorpuserl 09-Mar-2013 01:03:00 PM VPN Login
aaacorpuserl 06-Mar-2013 12:58:15 PM CP Login

aaacorpuserl 06-Mar-2013 12:49:24 PM CP Login

Page: 1 Total: 8

The screen provides information like the Username,Date and Time of the logging in to the
StealthWalker VPN software, login information, etc. It also provides a Details link to view more
details about their session.

= Log Details
Username: aaacorpuserl
Organization: AAA Corp
Login Time: 11-Mar-2013 / 01:06:10 PM
REMOTE_ADDR: ® 121.241.155.30
HTTP_CLIENT_IP:
HTTP_X_FORWARDED_FOR:
Login Type: CP Login
Mozilla/5.0 (Macintosh; Intel Mac OS X

10_8) AppleWebKit/536.25 (KHTML, like
Gecko) Version/6.0 Safari/536.25

User Agent:

These details include the Username, Organization to which they belong, their last Login
Time, IP address from which they logged in (REMOTE_ADDR), the location from which they log in
(HTTP_CLIENT_ IP),the IP address from which they were forwarded if they are behind a proxy
server (H-TTP_X FORWARDED_ FOR), the Login Type, what their browser and computer
information is (User Agent) and their hardware ID (HWID).

Search
The Search link enables you to search for specific values on various fields.
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= Log Search

Search Value:

Search For:

Unlike the earlier Search option, this allows you to search on a lot more fields like Username,
REMOTE_ADDR, HTTP CLIENT IP,HTTP X FORWARDED FOR,etc.

LoGgouTt
You can log out of the Control Panel by clicking on the Logout link.
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Packaged Tools

StealthWalker comes packaged with various tools that help you with online security and various other
system functionalities. You can access these tools from the Tools menu with the exception of
StealthBrowser which has its own launcher button in the main interface.

StealthWalker 2.0 - The Swiss Army Knife of Privacy

File Settings Tools Help

Your IP addre
Connectic
Connected fo

Bandwidth L

Connected

STEALTHBROWSER

StealthBrowser is a secure version of a portable Comodo IceDragon web browser that masks your
identity on the Internet. StealthBrowser has a built-in Tor client (www.torproject.org).
StealthBrowser provides anonymity on top of the security that StealthWalker provides.

COMODO

IceDragon

19.0.1.0 {Portable Edition)
© 2012, Comodo Security Solutions, Inc.

IceDragon is made possible by the Firefox open source project based on
Firefox 19.0

Firefox open source is @ 2004-2012, the Mozilla Project under the Mozilla
Public License

+/ IceDragon is up to date (19.0.1.0)

y Solutions, Inc.

IceDragon and the IceDragon logos are trademarks of Comodo Secun

Tor is an online network that provides you anonymity on the Web and allows you to browse for
content anonymously.
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The StealthWalker software has a special button named as StealthBrowser which launches a secure
browser. You can continue browsing the Internet on the secure browser assured that your history,
cache and browsing pattern cannot be traced.

When you launch StealthBrowser, you will be assigned a new IP address for your secure browser that
is different from your assigned VPN IP address. This IP address may change periodically based the
Tor settings on StealthWalker settings window. Surfing using StealthBrowser might seem slower
since the Tor network adds another layer of encryption on top of the encrypted tunnel that you already
have.

StealthBrowser also includes additional tools that you can use to enhance your privacy, anonymity
and security while being online. Notable are the included Comodo Weblnspector which scans your
network, webpage, etc. for malicious activities, verifies SSL certificates, phishing activities,
malwares, blacklisting, etc.

\ ¥, V2=
mspector

Home Online Scan Recent Detections Login

Report for © https://startpage.com/ index page. ’
The URL was scanned within the last 24 hours. Analyse it again now?
Scan results for the

No malicious activity or malware detected. Scanned IP: £9.28.209.213 last7 days:
V Scan Time: 2013-03-12 04:58:20 UTC. Country: Netherlands 2 Safe
0 Suspicious

Scanned single URL | Report as Malicious City: Zeist M 0 High Risk
0 Inconclusive

SSL Certificate Checking: Safe

Domain: startpage.com
Blacklist Checking: Safe ~

Website: https:fistartpage.com
Phishing: Safe P — Go Daddy Secure Certification

et Authority/serialNumber=07969287

Malicious Activity: Safe -

SSL Expired: Sun Mar 24 12:27:08 UTC 2013
Malware Downloads: Safe

Sh information

Suspicious Activity: Safe

StealthBrowser also includes easy-to-access buttons for enabling or disabling plugins like Flash,
Silverlight, Javascript, Java, etc. which can, at times, pose security holes.

Our recommendation is to use your regular browser with VPN enabled for secure browsing like
checking emails, viewing or posting to forums, etc. but use StealthBrowser if you want high
anonymity on top of the security.
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TCPVIEW

TCPView is a Windows program that will show you detailed listings of all TCP and UDP end points
on your system, including the local and remote addresses and state of TCP connections. It also allows
you to kill a process or application that may have any suspicious connections. On Windows 7, Vista,
and XP, TCPView also reports the name of the process that owns the endpoint. TCPView provides a
more informative and conveniently presented subset of the Netstat program that ships with Windows.

& 1(PView - Sysinternals: www.syinternals. com
Pl Ogtions Frocess Vew Heb

o homeGan 63 TIME_WAT
e % 163 o 050 TIME AT
sy rackd Vg ’ TIME_ WAT
o o 5 cabos E TMEWAT ¥
>

3

Estabishod 5 Lstering: 8 Tete Wok: 61 Close Wk: 2

To know more about TCPView, visit http://technet.microsoft.com/en-us/sysinternals/bb897437.

PROCESS EXPLORER

Process Explorer is a tool that displays running processes in an intuitive tree format that includes not
only process names, but also program icons and other data, such as description, image, and processor
time. It also can identify the process for a given application window or look up a process name in
Google.

EBX

8% Process Explorer - Sysinternals: www.sysinternals.com [HOMEOA76\Administrator]

File Options Wiew Process Find Users Help
A @eEnee & & [[§ [ 10 —J: § 11 Al |
PD CPU  PivateBytes  WaorkingSet Desciiption Company Name 4
3 0 100.00 []3 28K
m 4 0K 236K
intermupts nfa <001 0K 0K Hardware Interrupts and DPCs
= [Fsmss.exe 732 168K 388K Windows NT Session Mana... Microsoft Corporation
[esissene 792 1.888K 4.248K Client Server Runtime Process Microsoft Corporation
= g winlogon exe 816 6492K 4,884 K Windows NT Logon Applicat... Microsoft Corporation
= [ services.exe 850 3328K 4880K Services and Contioler spp  Microsoft Corporation
= [ svchostexe 1024 3320K 5,216 K Generic Host Process for Wi... Microsoft Corporation
wmiprvse.ere | 3676 3224K 5448 K WMl Microsoft Corporation
[ svehost exe 1104 3084K 4,700 K Generic Host Process for Wi... Microsoft Corporation
& [ svehostexe 1244 16,280K 22,484 K Generic Host Process for Wi... Microsoft Corporation
[ wsentfy.exe 292 456K 1,840 K Windows Security Center No... Microsoft Corporation
 wuauchexe 7120 5532K 4,944 K Automatic Updates Microsaft Corporation
[Fsvchostexe 1288 2732K 4,200 K Generic Host Pracess for Wi... Microsoft Corporation
[Fsvchostexe 1488 3164K 5,028 K Generic Host Pracess for Wi... Microsoft Corporation
[Fspoolsv.exe 1848 3444K 5,112K Spooler SubSystemApp  Microsoft Corporation
= @ browsemngt.exe 532 2108K 3,348 K Applcation Manager PerformerSoft LLC
@ browsemngrexe | 712 5,320K 7,588 K Application Manager PerfomerSoft LLC
Dibsve.ere 656 4840K 7.336 K Installer
Fligs.exe 728 3316K 1.472K Java(TM) Quick Statter Servi.. Sun Microsystems, Inc.
FRunservice.exe 764 428K 1,328K
[Feoherence. exe 784 2004K 2.780K Parallels Coherence service  Parallels Holdings. Ltd. ar
& [ prl_tools_service..| 1268 2132K 3,224 K Parallels Tools Service Parallels Holdings, Ltd. ar
= pil_tooks.exe 1424 2380K 3,824 K Parallels Tools Parallels Holdings, Ltd. ar
[svchost.exe 1316 2784K 4,888 K Generic Host Process for Wi... Microsoft Corporation
[Falgexe 1276 1.080K 3,276 K Application Layer Gateway S... Microsoft Corporation
[kass.exe 872 5076K 1,652 K LSA Shell(Export Version]  Microsoft Corporation
& 1 explorerexe 1676 13472K 22,920 K Windows Explorer Microsoft Corporation
(@ Sharedintépp.exe 1932 592K 2,064 K Parallels Shared Intemet App... Parallels Holdings, Ltd. at
G pilcc.ere 1952 5812K 8,752 K Paralels Control Center Parallels Holdings, Ltd. at .,
L WEiionere o ! pghdy * Sl el b o9
(CPU Usage: 0.00%  Commit Charge: 14.56% Processes: 45 Physical Usage: 36.33%

To know more about Process Explorer, visit http://technet.microsoft.com/en-
us/sysinternals/bb896653.
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AUTORUNS

This utility, which has the most comprehensive knowledge of auto-starting locations of any startup
monitor, shows you what programs are configured to run during system boot up or login, and shows
you the entries in the order Windows processes them. These programs include ones in your startup
folder, Run, Run Once, and other Registry keys. You can configure Autoruns to show other locations,

including Explorer shell extensions, toolbars, browser helper objects, Win logon notifications, auto-
start services, and much more.

& Autoruns [HOMEOA7 6\ dministrator] - Sysinternals: www.sysinternals.com @@@
File Entry Options Lser Help

dEa

Codecs ™ Boot Execute ™ Image Hijacks |4 Applnit [%) KnownDLLs & winlogon

& Winsock Providers 2 Fiint Monitors W LS4 Providers & Network Providers

3 Evewthing | 24 Logon | { Explorer | @ Intemet Explorer | () Scheduled Tasks | % Services | 2 Diivers
Autorun Entry Description Publisher Image Path ~
& HKLM\SOFTWARE\Mi i ion\Run

Adobe ARM  Adobe Fieader and Acrobat... Adabe Systems Incorporated  c:\program files\cammon fi.
[ AdobeAMUp... Adobe Updater Startup Uity Adabe Systems Incarporated  c:\program filescommen fl.
[5] AdobeCS5Ser... Adobe CS5 Service Manager Adobe Systems Incorporated - :\program files\common fil..
@ B2C_AGENT  B2C Notidgent LGMobileA... LG Electronics c:\documents and settings'
@ Paraliels Share... Parallels Shared Intemet Ap... Parallels Holdings, Ltd. and .. c:\program files\parallelstp..
G Paralels Tools .. Parallels Control Center Parallels Holdings, Ltd. and ... c:\program fles'parallelsip...

[7] 8 StartWingMan... Logitech WingMan Event .. Logitech Inc c:hprogram filestlogitechiga..
[ SunJavallpdat... Java(TM) Update Scheduler - Sun Microsystems, Inc. :\program files\common fl
@ HKLM\SOFTWARE \Microsoft\Acti P C

[ Address Book & Dutlook Express Setup Libr... Microsoft Corporation c:hprogram fileshoutiook e...
[ Microsoft Outlo... Outlook Express Setup Libr.. Microsoft Corporation c:\program files\outlook ex.

@ HKCU I i
(%) DAEMON Tool.. DAEMON Tools Lite DT Soft Ltd c:\progiam files\daemon to... ¥

Ready. Windows Entiies Hidden.

To know more about Autoruns, visit http://technet.microsoft.com/en-us/sysinternals/bb963902.

DESKTOPS

Desktops is a tool that provides the option of having multiple desktop areas on your Windows
computer. It enables you to create more than one desktop (up to four desktops) and switch between
them to avoid cluttering of windows on your desktop.

Press to create Desktop 2

Press to create Desktop 3 Press to create desktop 4

To know more about Desktops, visit http://technet.microsoft.com/en-us/sysinternals/cc817881.

KEEPASS

KeePass is a free open source password manager, which helps you to manage your passwords in a
secure way. You can store all your passwords in one database, which is locked with one master key or

a key file. So you only have to remember one single master password or select the key file to unlock
the whole database.
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© NewDatabase.kdbx* - KeePass Password Safe EEX
File Edit View Tools Help

e € w0l & @

& NewDatabase Title User Name Password URL Notes
& General SSample Enty UserName  wo http:/7kespas... Notes
£ Windows £ Sample Entr... Michaeld2l = http: //keepas...

Network
Internet
&) eMail
) Homebanking
0 of 2 selected Ready.

To know more about KeePass, visit http://keepass.info/.

TRUECRYPT

TrueCrypt is a software system for establishing and maintaining an on-the-fly encrypted volume (data

storage device). On-the-fly encryption means that data is automatically encrypted right before it is

saved and decrypted right after it is loaded, without any user intervention. No data stored on an

encrypted volume can be read (decrypted) without using the correct password/key file(s) or correct

encryption keys. Entire file system is encrypted (e.g., file names, folder names, contents of every file,
free space, meta data, etc.).

B TrueCrypt

Yolumes System Favorites Tools Settings Help

ClE&

Homepage

Drive | Yolume
S H:
Sl
S
G K:
el
G M
o N
SO
P
G Q:
SR
G S
T
it

Create Volume |

Size | Encryption algorithm | Type ~

v

Volume:

E IV Mever save history

Mount | Auto-Mount Devices

LI Select File...
Yolume Tools... | Select Device... |
Dismount All I Exit |

To know more about TrueCrypt, visit http://www .truecrypt.org/.

ERASER

Eraser is an advanced security tool for Windows which allows you to completely remove sensitive

data from your hard drive by overwriting it several times with carefully selected patterns. Eraser is

currently supported under Windows XP (with Service Pack 3), Windows Server 2003 (with Service
Pack 2), Windows Vista, Windows Server 2008, Windows 7 and Windows Server 2008 R2.
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To know more about Eraser, visit http://eraser.heidi.ie/.
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License Agreement
Copyright © 2013, EEDS. All rights reserved.

BY INSTALLING, USING OR COPYING THE SOFTWARE PROGRAM YOU ACKNOWLEDGE THAT
YOU HAVE READ AND ACCEPT THE FOLLOWING TERMS AND CONDITIONS. PLEASE READ THIS
DOCUMENT CAREFULLY BEFORE USING THE SOFTWARE. IF YOU DO NOT AGREE TO THE
TERMS OF THIS AGREEMENT, DO NOT INSTALL, COPY, OR USE THE SOFTWARE PROGRAM.

1. LICENSE GRANT: EEDS grants to you a non-exclusive, non-transferable right and license to use the
Software. This Agreement grants to you the right to install and use the Software on a single computer provided
that the Software may only be used by a "Licensed User" on one computer. The term "Licensed User" means the
user to whom EEDS issues a registration key to enable the Software upon such user's acceptance of the terms of
this Agreement and payment of the applicable license fee.

2. INTELLECTUAL PROPERTY: This program is owned by EEDS and protected by copyright laws.

3. RESTRICTIONS: You may not modify, duplicate, emulate, rent, lease, sell, decompile, disassemble,
otherwise reverse engineer, or transfer the licensed Software, or any subset of the licensed Software, except as
provided for in this agreement.

WARRANTY DISCLAIMER: THE SOFTWARE IS PROVIDED "AS IS". NO WARRANTY OF ANY
KIND IS EXPRESSED OR IMPLIED. SCORPION DIGITAL SECURITY WILL NOT BE LIABLE FOR
DATA LOSS, DAMAGES, LOSS OF PROFITS OR ANY OTHER KIND OF LOSS WHILE USING OR
MISUSING THIS SOFTWARE. EEDS DOES NOT WARRANT THAT THE SOFTWARE WILL MEET
YOUR REQUIREMENTS OR OPERATION OF THE SOFTWARE WILL BE UNINTERRUPTED OR
ERROR FREE.
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Contact Information and Support
The EEDS contact and support page is located at https://www.digi77.com/support.html.

Customers can contact EEDS phone support at + 968 97000080 and + 968 98444484.

The postal address for written communication is: PO Box: 136, Postal Code: 111, Muscat,
Sultanate of Oman.



